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HIGHLIGHTS

GRAPHICAL ABSTRACT

e Developed a framework  for
evaluating Industry 4.0 maturity in
Iranian banking, emphasizing key
dimensions like digital infrastructure,
smart services, and digital

transformation.

o |dentified the potential of IoT, Al, and
cloud computing to improve
efficiency and competitiveness in the

banking sector
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Banking, as one of the vital pillars of the economy, is undergoing profound
and transformative changes driven by the advent of Industry 4.0. This
industrial revolution, characterized by the integration of advanced
technologies such as the Internet of Things (loT), Artificial Intelligence (Al),
and cyber-physical systems, enables the creation of agile and intelligent
value chains within banking systems. These advancements, however,
present significant managerial and technical challenges, particularly in
addressing technological and infrastructural constraints. This study
identifies and evaluates the key components affecting the assessment of
the maturity level of Iranian banks in adopting and implementing Industry
4.0 technologies, with an emphasis on digital maturity. Employing a
qualitative approach, the research gathered data through semi-structured
interviews with banking and IT experts, analyzing them using latent content
analysis. The findings reveal that "Digital Infrastructure and Emerging
Technologies," with sub-criteria such as optimizing infrastructure and
ensuring pervasive security, "Smart and Customer-Centric Services,"
including cloud computing and advanced ATMs, "Digital Transformation and
Change Management," with sub-criteria such as fostering a digital mindset
and enabling decentralized decision-making, "Digital Laws and Standards,"
including open standards and intellectual property protection, "Smart and
Data-Driven Business," encompassing business intelligence and service-
oriented models, and "Integrated and Intelligent Processes," with sub-
criteria like smart contracts and data mining, are critical factors in achieving
Industry 4.0 maturity in the Iranian banking sector. This research provides a
comprehensive framework for assessing the maturity level of banks,
empowering them to optimize their infrastructure and processes to
enhance competitiveness and efficiency in financial markets.
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1. Introduction

The Fourth Industrial Revolution — Industry 4.0 The
German government defined this as the fourth
industrial revolution in 2011 and it represents a
coupling of physical, digital and biological systems
through intelligent technology which changes the
traditional way of doing all things (Noreen et al.,
2023). The deployment of cutting-edge
technologies such as the Internet of Things (loT),
cyber-physical systems, Al and big data analytics in
Industry 4.0 has deeply changed the production and
service industries by improving productivity and
flexibility (Kagermann et al., 2013). The banking
sector which plays a pivotal role in the national
economy are influenced as well, embracing
blockchain and similar technologies ensuring digital
transformation and enhancing customer experience
(Vives, 2017). In any case, in countries such as Iran
the implementation of Industry 4.0 technologies in
banking has confronted obstacles such as IT
infrastructures inadequacy, differences between
regulatory schemes and cultural barriers. These
challenges are a reminder that it’s important to
evaluate Industry 4.0 maturity, which gauges banks’
preparedness to implement and optimally harness
these technologies.

The present study seeks to recognize and assess the
effective factors on leveling-ups of Industry 4.0 in
Iranian banking, and introduces a toolkit model for
improvement of their performance as practitioners.
Internal processes, customer relations, risk
management and business models are all
transformed by the change, which is challenging
with increasingly complex and rapidly evolving
technology. In Iran, we can also conclude that the
economic and political limitations exacerbate other
shortcomings such as low technological potential or
weak inter-organizational coordination (Strozzi et
al., 2017). Maturity checking helps in identifying the
strengths and weakness which consequently allows
for opportunities to be exploited and competitive
advantage enhanced as a result (Khaki, 2010). The
research question is: What are the dimensions and
factors of Iranian banking Industry 4.0 maturity?
What are the obstacles and issues? How do these
components interrelate? This qualitative study is
based on thematic analysis of semi-structured
interviews with professionals (selected by snowball
sampling) and data from literature, Ministry reports
and MAXQDA software.

2. Methodology

The qualitative research employs thematic analysis
in crafting a framework for the maturity of Industry
4.0 in Iranian banking. The research was conducted

by gathering data through semi-structured
interviews from banking and technological
professionals such as senior managers in the
banking sectors and scholars shortlisted through
purposive snowball sampling until theoretical
saturation. Others include research publications,
Ministry reports, and credible websites. MAXQDA
software was used in coding and extraction of the
theme. According to the six-step guideline by Braun
and Clarke (2006)—familiarization,  coding,
identification of theme, theme networking,
analysis, and reporting—the research extracted
major constituents from interviews and upstream
documents such as lIran's scientific map and
comparative studies in highlighting factors affecting
Industry 4.0 maturity.

3. Results and Discussion

Thematic analysis extracted six important
determinants affecting the industry 4.0 maturity of
Iranian  banking institutions from literature,
upstream reports, and interviews with experts.

1. New Infrastructures and Emerging
Technologies: Strong IT infrastructure
consisting of loT, cyber-physical systems,
and cybersecurity is imperative for smart
banking. Improving infrastructure
provides for constant access to service
without interruption, while ubiquitous
security safeguards information (Pereira
& Romero, 2017). In lIran, antiquated
systems and low-grade cybersecurity
prevent convergence of newer
technologies such as Al and necessitate
high investment (Noreen et al., 2023).

2. Intelligent and Customer-Centric Services:
Cloud computing, smart ATMs, and robo-
advisors provide differentiated customer
experiences via personalized and speedy
service. Variable service management
aligns service offering and market
demand, and Iranian banking institutions
struggle even with outdated
infrastructure and limited application
(Gomber et al., 2017).

3. Change Management and Digital
Transformation:  Delegated  decision
making and a digital mindset underpin
organizational agility. The culture's
resistance and shortage of qualified staff
hinder the process for which leadership
support and development for aligning
Industry 4.0 targets are needed (Sommer,
2015; Westerman et al., 2014).
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4. Digital Laws and Standards: Intellectual
property rights and open standards
ensure innovation security and system
interoperability. In Iran, regulatory
incompatibilities and policy rigidity
frustrate pace in terms of adoption such
that adaptable legal frameworks are
necessary (Filgueiras et al., 2024).

5. Smart and Data-Driven Business: Service-
based and business intelligence models
use the analysis of the data for strategic
business  decisions and enhanced
customer experience. Iranian banking
institutions  struggle in matters of
managing the data so they cannot use
smart solutions (Gokalp et al., 2017).

6. Integrated and Intelligent Processes:
Banking processes are optimized by smart
contracts and by data mining for
efficiency. But Iran'sbanks are not
integrated and hence process automation
does not work (Schumacher et al., 2016).

Principal challenges include outdated
infrastructure, cyber  susceptibility, cultural
resistance, and legal constraints. Iranian financial
institutions struggle in aligning Industry 4.0 and
strategic targets due to the absence of expertise
and coordination (Mehdiabadi et al., 2020; Agostini
& Filippini, 2019). Financial volatilities and high
unemployment render the situation even more
complicated (Ziaei Nafchi & Mohelska, 2018).

The overlap analysis by MAXQDA reflected strong
interconnections between smart services,
transformation management, and digital
infrastructures, collectively propelling maturity.
These need harmonized development for complete
Industry 4.0 integration.

Recommendations are:

e Policymakers: Invest in digital
infrastructure, promote open standards,
and foster a digital culture through
training.

e Banks: Embrace Al and data analysis for
effectiveness, upgrade outdated
infrastructure, and strengthen the security
system.

e Researchers: Apply interpretive-structural
modeling for analyzing relationships of
components and researching emerging
technologies such as Al in banking.

4. Conclusions

Industry 4.0 in banking means the integration of
new technologies such as the Internet of Things,
artificial intelligence, and cyber-physical systems
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with banking processes and services. This
integration is done in order to create a smart, agile,
and integrated value chain in the banking system. It
is clear that such a vision, especially in the Iranian
banking industry, which is still in the process of
transitioning  from traditional to digital
infrastructure, leads to increased management and
operational complexities at the micro and macro
levels. These complexities are especially challenging
for banks that have older infrastructures and
require significant investments to upgrade and
adapt to new technologies and change their
business models. According to the research findings
and experiences obtained from interviews with
banking experts, banks have serious problems in
understanding the general concept of Industry 4.0
and how it relates to their business strategies. On
the one hand, many banks are unable to fully align
this concept with their strategic goals, and on the
other hand, they are confused in determining their
progress towards the 4.0 industry vision and cannot
identify the main areas of action and projects
required for the successful implementation of these
technologies. To overcome the uncertainty and
dissatisfaction with the idea of 4.0 industry in
banking, new methods and tools are needed to
provide the necessary guidance and support for
aligning banking strategies and operations.

Thus, for Iranian banking Industry 4.0 maturity, the
study formulated a framework in four steps:
literature review, development of the theoretical
framework, analysis of the findings, and conclusion.
The literature review included Industry 4.0, banking
transformation, and models of maturity by
employing expert interviews and documents. The
framework extracted six components from 2017
semantic units and grouped them in 115 codes and
six major categories and revealed the highest
impact by "digital infrastructures" and
"transformation management" through MAXQDA
analysis.

The framework highlights:

e Core Components: Digital infrastructures,
intelligent services, transformation
management, legal standards, data-driven
business, and smart processes.

e  Execution: Involves investment in Al, loT,
and cyber security and cultural and
regulatory changes.

e Results: Improved effectiveness, customer
satisfaction, and competitiveness.

To overcome barriers, banks should prioritize
infrastructure upgrades, employee training, and
adaptive regulations. Future research should
explore quantitative methods and extend the
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model to other sectors like insurance, ensuring
broader applicability.

For future research, it is suggested that the
components presented in this study be evaluated
with tools such as interpretive-structural modeling
and simulation to determine the relationships
between the components and the effects of key
variables on digital maturity in banking. Also,
conducting studies in the field of advanced models
for determining digital readiness levels can lead to
the identification of emerging components related
to new technologies of Industry 4.0 in banking. For
example, the role of artificial intelligence
technologies, machine learning, Internet of Things,
and cyber-physical systems in improving the
security, efficiency, and personalization of banking
services can be considered as a field for future
research. In addition, expanding the research to
other service and manufacturing industries such as
insurance, smart logistics, and advanced
manufacturing can assess the generalizability of the
model and help optimize it for other industries.
Using quantitative methods and conducting
longitudinal studies can also analyze the long-term
effects of digital transformation more accurately
and provide more comprehensive frameworks for
organizations.
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Table 2. Sample of extracted source codes in the software
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Table 3. The category "Digital Infrastructure and New Technologies" and the initial codes extracted in the
software
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Table 4. The category of "smart and customer-oriented services" and the initial codes extracted in the
software
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Table 5. The category "Digital Transformation and Change Management" and the initial codes extracted in the
software
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Table 6. The category "Digital rules and standards" and the primary codes extracted in the software
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Table 7. The category of “Integrated and Intelligent Processes” and the primary codes extracted in the
software
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Table 8. The category of "Smart and Data-Driven Business" and the initial codes extracted in the software
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Figure 1. Matrix of primary codes of research documents in frequency and graphic form, part one.
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