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Effective risk management is critically important for Engineering,
Procurement, and Construction (EPC) projects in the petrochemical
industry, given their complex, capital-intensive, and high-risk nature.
Traditional methods like Failure Mode and Effects Analysis (FMEA), despite
their widespread use, suffer from limitations such as equal weighting of
criteria and an inability to handle large volumes of risks efficiently. To
bridge this gap, this study proposes a novel hybrid framework for the
systematic identification, assessment, and prioritization of risks. The
proposed model integrates the core FMEA approach with the Best-Worst
Method (BWM) for determining optimal weights of Severity, Occurrence,
and Detection criteria, and the Combined Compromise Solution (CoCoSo)
method for precise risk ranking. A key innovation is the incorporation of the
K-means clustering algorithm, which uncovers hidden patterns and groups
risks with similar profiles, providing managers with a holistic view for
developing integrated mitigation strategies. The framework is applied to a
real-world case study in Iran's petrochemical industry involving 123
identified risks across eight dimensions. Clustering results reveal five
distinct risk clusters, facilitating focused attention on critical areas.
Furthermore, the final CoCoSo ranking identifies the most significant risks
in domains such as knowledge management from past projects, price
volatility of equipment, and integrated information management. This
integrated framework serves as a strategic tool, enhancing the capability of
EPC project managers in optimal resource allocation and effective response
planning for complex project risks.
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1. Introduction

Risk management is a fundamental pillar for the
success of complex and costly projects, especially in
capital-intensive industries like petrochemicals.
These projects, often executed under Engineering,
Procurement, and Construction (EPC) contracts, are
exposed to a wide range of inherent uncertainties
and risks during the design, procurement, and
construction phases (Bachari & Iranfar, 2025). The
integrated nature of EPC contracts increases
inherent complexity and makes coordinated risk
management across all phases an undeniable
necessity (Wang et al., 2025). Reports indicate that
over 80% of large oil and gas projects face significant
schedule delays, highlighting their high vulnerability
to unrealized risks (Khademvatani et al., 2024). This
performance gap underscores the urgent need for
more systematic and advanced frameworks for risk
identification, assessment, and prioritization.

The petrochemical industry is a prime environment
for costly incidents due to complex processes and
hazardous materials (Ebadzadeh et al., 2023). Failure
to manage risks can lead to substantial financial
losses and irreversible consequences (Bustamante
Visbal et al, 2025). Therefore, shifting from
traditional  approaches towards  preventive,
quantitative, and integrated methods has become a
dominant paradigm (Awodi et al., 2023). One widely
used qualitative method is Failure Mode and Effects
Analysis (FMEA). However, despite its simplicity,
this method faces serious limitations. The
assignment of equal weights to the three criteria
(Severity, Occurrence, Detection) and the calculation
of the Risk Priority Number (RPN) through simple
multiplication are significant critiques, as the
relative importance of criteria can vary considerably
(Celik & Gul, 2021). Moreover, traditional FMEA may
yield unrealistic results in complex environments
with non-linear relationships (Liu et al., 2013).

To overcome these shortcomings, research has
turned towards integrating FMEA with Multi-
Criteria  Decision-Making (MCDM) methods
(Enayati Fatollah et al., 2022). Among MCDM
methods, the Best-Worst Method (BWM) has
emerged as an efficient tool for determining criteria
weights due to its requirement for fewer pairwise
comparisons (Rezaei, 2015). Hybrid ranking methods
like the Combined Compromise Solution (CoCoSo)
enhance the stability and reliability of results
(Yazdani et al., 2019). However, even these combined
approaches can become inefficient when dealing
with a large volume of risks. This is where data
mining  approaches, particularly  clustering
techniques like K-means, can play a vital
complementary role by enabling managers to focus
on groups of risks with similar profiles (Ghazal et al.,
2021). Nevertheless, few studies have simultaneously
integrated these three domains (FMEA, MCDM, and
data mining) specifically for petrochemical EPC
projects. To address this research gap, the present

paper proposes a novel, systematic hybrid
framework.

2. Methodology

In the methodology section of your paper, you
should provide details of the methods used in your
research. This includes an explanation of the data
collection methods, tools, techniques, and statistical
analyses used in the research. The goal is for the
reader to be able to understand how your research
was conducted and, if necessary, replicate it. In other
words, the methodology section should be clear
enough to allow for an assessment of the replicability
and validity of the study's results.

3. Results and Discussion

Applying the Group BWM based on collective expert
judgment yielded optimal weights: Severity (S) =
0.465, Occurrence (0) = 0.321, and Detection (D) =
0.214. This result negates the equal-weight
assumption of classical FMEA, indicating that
"Severity of effect" holds the highest importance.

The K-means clustering algorithm grouped the 123
risks into five distinct clusters. The distribution is
summarized in Table 1.

Table 1. Summary of clustering results for identified risks

Cluster label  # Of risks # Of top 15% risks in the
in the cluster  cluster

Cluster 0 35 0
Cluster 1 23 17
Cluster 2 25 0
Cluster 3 9 0
Cluster 4 31 1
Overall 123 18

A critical finding was that 17 out of the top 20
highest-priority risks identified by CoCoSo belonged
to Cluster 1. This cluster is characterized by risks
with high severity and high occurrence scores,
making it a critical focal point. This demonstrates the
practical utility of clustering as a powerful screening
tool.

The top-ranked risks identified in cluster 1
(containing the largest number of the highest-
priority risks) were: 1) Failure to document lessons
from previous projects (Engineering), 2) Increase in
price of materials/equipment (Procurement), 3) Lack
of integrated information management by the main
contractor (Construction), 4) Delays in obtaining
financial facilities (Ownership/Management), and 5)
Developing an inappropriate Work Breakdown
Structure (Construction).

The results validate the proposed framework. The
BWM output confirmed that equal weighting in
FMEA is an oversimplification. The convergence of
the CoCoSo ranking with the clustering output
provides managers with both macro (cluster-level)
and micro (individual risk-level) insights. The
prominence of risks related to knowledge
management and integration underscores that
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managerial and organizational factors are
paramount.

4. Conclusions

This study developed a comprehensive framework
integrating FMEA, BWM, CoCoSo, and K-means
clustering for risk management in petrochemical
EPC projects. Applied to a real case study (123 risks),
the model demonstrated that the equal-weight
assumption in classical FMEA is invalid, with BWM-
derived weights showing Severity (0.465) as the
most critical criterion. The K-means algorithm
effectively grouped risks into five clusters, with
Cluster 1 containing the majority of top-ranked risks,
proving clustering's value as a strategic focus tool.
The final CoCoSo ranking highlighted critical risks
primarily in organizational learning, supply chain
economics, and project integration. The integrated
framework overcomes key FMEA limitations,
providing a systematic process from identification to
intelligent grouping and prioritization. It equips
managers with a powerful tool for optimal resource
allocation in high-stakes EPC environments. Future
research could explore diverse risk assessment
criteria and investigate risk evaluation under
uncertain conditions to enhance the efficacy of
project risk management.
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Figure 1. Flowchart of the general steps of the
proposed integrated approach.
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Figure 2. Overall flowchart of the proposed
K-means-based risk clustering method.
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Table 2. Considered risk prioritization criteria
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Table 4. Summary of expert panel information and
their background
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Figure 4. Optimal criteria weights derived from the
group best-worst method (BWM) with expert
consensus.
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Figure 3. Radar chart of risk exposure dimensions
for different dimensions of the EPC project.
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Table 5. A small-scale example of the final identified risks along with a summary of their descriptions
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Figure 5. The top ten risks based on the RPN criterion in the classical FMEA method.
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Table 6. Summary of risk clustering results.
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Table 7. Summary of Risk Ranking Results (from the perspective of their overall rank using the COCOSO method)
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